





















































Federal Communications Commission DA 12-592

A. Failure to Respond to Commission Orders
42, 1t is well established that a Commission licensee’s failure to respond to an LOI from the

Bureau violates a Commission order.'*” Such violations do not always entail a party’s total failure to
respond; numerous decisions recognize that parties may violate Commission orders by providing

incomplete or untimely responses to Bureau LOIs or by failing to properly certify the accuracy of their
responses.'*®

43, Here, as indicated above, Google persistently failed to provide declarations by
individuals with personal knowledge verifying the accuracy and completeness of the Company’s LOI
responses. Google also failed to provide documents and information required by the Bureau’s LOL In
several instances, the record reflects that Google’s failure to comply with the Commission’s directives
was deliberate. For example, with respect to the Bureau’s instruction to provide copies of all documents,
including e-mail, that provided the basis for or otherwise supported Google’s narrative responses to the
LOI, Google initially elected, without the Bureau’s consent, “not [to] undertake[] a comprehensive review
of email or other communications.”'* Although a world leader in digital search capability, Google took
the position that searching its employees’ e-mail “would be a time-consuming and burdensome task."*
Similarly, in response to the Bureau’s directives to identify the individuals responsible for authorizing the
Company’s collection of Wi-Fi data, as well as any employees who had reviewed or analyzed Wi-Fi

147 See, e.g., Carrera Comme’ns, LP, Notice of Apparent Liability for Forfeiture and Order, 20 FCC Red 13307,
13316, para. 22 (2005) (Carrera) (“Carrera’s willful and repeated failures to respond to the Bureau’s LOIs
constitute apparent violations of Commission orders.”), forfeiture issued, Order of Forfeiture, 22 FCC Red 9585
(2007); SBC, 17 FCC Red at 7597-98, paras. 19-20 (interpreting the Bureau’s LOI to a common carrier, which
included a directive to provide a sworn statement verifying the carrier’s response to the LOJ, as a Commission order
that the carrier was not permitted to ignore); LDC Telecomm., Inc., Notice of Apparent Liability for Forfeiture and
Order, 27 FCC Red 300, 301, para. 5 (Enf. Bur. 2012) (LDC) (holding that “[t}he Bureau’s LOI directed to LDC
was a legal order of the Commission requiring LDC to produce the requested documents and information,” and that
“1 DC’s failure to provide the documents and information sought within the time and manner specified constitute{d]
a violation of a Commission order”); Milton Goodman, Notice of Apparent Liability for Forfeiture, 19 FCC Red
18119, 1812122, paras. 4-6 (Enf. Bur. 2004) (proposing a $10,000 forfeiture based on an auction applicant’s
failure to respond to a Bureau LOI), cancelled on grounds of extreme financial hardship, Memorandum Opinion and
Order, 20 FCC Red 658 (Enf. Bur. 2005); see also Pendleton C. Waugh, Opportunity to Show Cause and Notice of
Opportunity for Hearing, 22 FCC Red 13363, 13379, para. 46 (2007) (“Under Commission precedent and Sections
4(1), 4(j), 218, 308, and 403 of the Communications Act of 1934, as amended, failure to respond appropriately to a
Bureau letter of inquiry constitutes a violation of the Commission’s Rules, potentially subjecting the party doing so
to serious sanctions.”).

18 See, e.g., Carrera, 20 FCC Red at 13319, para. 31 (proposing an $8,000 forfeiture penalty against a company not
represented by counsel that filed an untimely and incomplete response to a Bureau LOI); SBC, 17 FCC Red at 7589
91, 7600, paras. 23, 28 (holding that a common carrier’s deliberate failure to provide a sworn statement verifying
its LOI response until weeks after the Bureau had directed the carrier to respond ‘warranted a $100,000 forfeiture
penalty); Digital Antenna, Inc., Notice of Apparent Liability for Forfeiture and Order, 23 FCC Red 7600, 7600-02,
paras. 3, 5, 7 (Enf. Bur. 2008) (Digital Antenna) (holding that a manufacturer of cellular and PCS boosters was
apparently liable for violation of a Commission order when it failed to provide complete responses to Bureau LOIs,
including by failing to submit the required sworn statements); Int 'l Telecom Exch., Order of Forfeiture, 22 FCC Red
13691, 13693-94, paras. 8~9 (Enf. Bur. 2007) (/7E) (imposing a $15,000 forfeiture penalty against a common
carrier that responded to the Bureau’s LOI eight months late and only after repeated requests from staff).

149 1 O] at 4; LOI Response at 1.
15014, at 12.
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communications collected by the Company, Google unilaterally determined that to do so would “serve]
no useful purpose.”!

44, In the absence of sworn statements by individuals with personal knowledge, the Bureau
was unable to rely on the completeness or accuracy of Google’s responses. Moreover, the most basic
aspects of any investigation are the requirements to identify persons with knowledge of the facts and to
produce relevant documents, The information and documents that Google initially failed to provide
included significant material. For example, one of the e-mails the Company withheld for several months

recounted the conversation in which Engineer Doe openly discussed his review of payload data with a
senior manager of the Street View project.’*

45. Obtaining the documents and information that Google should have provided in December
2010 delayed the Bureau’s investigation and required considerable effort on the part of Commission staff
that should not have been necessary. Google failed to provide a single e-mail in response to the LOI until
April 201 1—more than four months after submitting its initial LOX response.”® Google also waited until
then to identify individuals who worked on the Street View project.!** It was not until September 2011
that Google—having received five separate demands from Commission staff—finally provided compliant
declarations with respect to the accuracy and completeness of the Company’s submissions.'®® Under the

circumstances, Google’s incomplete responses to the LOI and Supplemental LOI constitute willful and
repeated violations of Commission orders," 6

B. Proposed Forfeiture

46. Pursuant to Section 503(b)(2)(D) of the Act and Section 1.80(b)(5) of the Commission’s
rules, the Commission is authorized to assess a maximum forfeiture penalty of $16,000 for each violation,
. or each day of a continuing violation, by an entity not specifically designated in Section 503(b)(2)(A)
through (C) of the Act,'” up to a statutory maximum of $112,500 for any single continuing violation.'”®
Although Section 1.80 of the Commission’s rules establishes a base forfeiture amount of $4,000 for
“[f]ailure to respond to Commission communications,”* numerous Commission decisions have departed
upward from that amount when warranted under the factors outlined in Section 503(b)(2)(E) of the Act

Bl101at 3; LOI Response at 12.
12 See Google Document 11-14.
153 See Google Documents 11-7 to 11-10, 11-12 to 11-15.

134 See Supplemental LOI Response at 10~12.

155 See declarations attached to Sept. 2011 Response.

196 See, e. g., Carrera, 20 FCC Red at 13319, para. 31 {proposing an $8,000 forfeiture penalty against a company that

filed an untimely and incomplete response to a Bureau LOJY); SBC, 17 FCC Red at 7599-600, paras. 25-28 (holding
that SBC’s intentional failure to comply with the LOI's directive to provide a sworn statement until the Bureau
issued multiple demands impeded the investigation and justified a $100,000 forfeiture); Digital Antenna, 23 FCC
Red at 7600-02, paras. 3, 7 (holding that “Digital Antenna’s failure to fully respond to the Bureau’s inquiry”—
including its failure to provide “a sworn statement or affidavit as directed in the LOI"—“constitate{d] an apparent
willful and repeated violation of a Commission order” (citations omitted)).

157 See 47 U.S.C. § 503(b)(2)(D); 47 C.E.R. § 1.80(b)(S).
158 47 C.F.R. § 1.80(b)(5).
159 See id. § 1.80(b)(5) note.
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and Section 1.80(b)(6) of the Commission’s rules."®® Those provisions direct the Commission (or its
designee) to determine the amount of a forfeiture penalty by “tak[ing] into account the nature,
circumstances, extent, and gravity of the violation and, with respect to the violator, the degree of
culpability, any history of prior offenses, ability to pay, and such other matters as justice may require.”*®!

47, Here, as described above, Google violated Commission orders by delaying its search for
and production of responsive e-mails and other communications, by failing to identify employees, and by
withholding verification of the completeness and accuracy of its submissions. Google’s level of
cooperation with this investigation fell well short of what we expect and require.

48. In view of the facts and circumstances apparent from the record, we find that Google’s
conduct warrants a substannal increase from the $4,000 base forfeiture for failure to respond to a
Commission inquiry.’® To begin with, as discussed above, there is evidence that Google’s failure to
cooperate with the Bureau was in many or all cases deliberate. Google refused to identify any employees
or produce any e-mails in response to the Bureau’s LOI. Moreover, the Company could not supply
compliant declarations without identifying employees it preferred not to identify. Misconduct of this
nature threatens to compromise the Commission’s ability to effectively investigate possible violations of
the Communications Act and the Commission’s rules. Prompt and complete responses to Bureau LOIs—
including sworn statements that verify the completeness and accuracy of respondents’ submissions—are
essential to the Commission’s enforcement function.

49, An upward adjustment of the base forfeiture amount is also warranted to deter future
misconduct in view of Google’s ability to pay.'® To ensure that a proposed forfeiture is not treated as
simply a cost of doing business, “the Commission has determined that large or highly[ Jprofitable

companies64 . .. may be subject to proposed forfeitures that are substantially above the base forfeiture
93l
amount.

1% See, e.g., SBC, 17 FCC Red at 7599~60D, paras. 25-28 (holding that SBC’s intentional failure to comply with the

LOU’s directive to provide a sworn statement until the Bureau issued multiple demands impeded the investigation
and justified a $100,000 forfeiture); LDC, 27 FCC Rcd at 302, para. 8 (proposing a $25,000 forfeiture for a common
carrier’s apparent “egregious, intentional, and continuous™ failure to respond to a Burean LOI); see 47 U.S.C.

§ 503(b)(2)(E); 47 C.E.R. § 1.80(b)(6); Fox Television Stations, Inc., Notice of Apparent Liability for Forfeiture, 25
FCC Red 7074, 7081, paras. 15-16 (Enf. Bur. 2010) (Fox TV) (proposing a $25,000 forfeiture penalty against a
broadcaster that had a significant ability to pay and whose failure to respond to the Bureau’s LOI “delayed [the]
investigation [and] caused the Commission to expend additional, significant resources” to obtain the required
information); Digital Antenna, 23 FCC Red at 7603, para. 10 (holding that Digital Antenna’s incomplete LOI
response, which included a failure to provide the necessary sworn verification statement, warranted an $11,000
forfeiture); ITE, 22 FCC Red at 13693-94, paras. 8-9 (imposing a $15,000 forfeiture penalty against a common
carrier that responded to the Bureau’s LOI eight months late and only after repeated requests from staff).

161 47 U.S.C. § 503(b)(2)(E); accord 47 C.ER. § 1.80(b)(6).
162 See 47 C.F.R. § 1.80(b)(5) note.

13 See Google Inc., Annual Report (Form 10-K), at 25 (Jan. 26, 2012) (showing gross annual revenue of almost $38
billion in 2011), available at http://www.sec.gov/Archives/edgar/data/1288776/000119312512025336/
d260164d10k htm#toc260164_11.

164 Fox TV, 25 FCC Red at 7081, para. 16;'see also 47 U.S.C. § 503(b)(2)(E) (directing the Commission to take into
account a violator’s “ability to pay™); accord 47 C.F.R. § 1.80(b)(6).
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50. Google’s failures to identify employees, produce e-mails, and provide comphant
declarations were continuing violations that lasted from December 10, 2010 until cured.'® Accordingly,
by law we may propose a forfeiture penalty of up to $112,500 for each violation.'® Given the totality of
the circumstances of this case, and our precedent in other failure to respond cases, we find that Google is
apparently liable for a forfeiture penalty of $25,000.'¢

C. Section 705(a)

51, Based on its review of the evidence collected during this investigation, the Bureau has

reached the following conclusions relevant to the application of Section 705(a) of the Communications
Act:

¢ For more than two years, Google’s Street View cars collected names, addresses, telephone
numbers, URLs, passwords, e-mail, text messages, medical records, video and audio files,
and other information from Internet users in the United States.

e The record shows that Engineer Doe intended to collect, store, and review payload data for
possible use in other Google projects. On at least one occasion, Engineer Doe reviewed
payload data to identify frequently visited websites. The Bureau was unable to determine
whether Engineer Doe did anything else with the data because he declined to testify.

e Therecord also shows that Google’s supervision of the Wi-Fi data collection project was
minimal. In October 2006, Engineer Doe shared the software code and a “design document”
explaining his plans with other members of the Street View project. The design document
identified “Privacy Considerations” and recommended review by counsel, but that never

occurred. Indeed, it appears that no one at the Company carefully reviewed the substance of
Engineer Doe’s software code or the design document.

-52. Although Google recognizes that the collection of payload data as part of its Street View
project should not have happened, that does not necessarily mean the collection was unlawful. Google
outlined its legal position in written submissions and in a meeting with Commission staff on May 18,
2011. The Company’s position is straightforward. The Wiretap Act provides, “It shall not be unlawful
under this chapter or chapter 121 of this title for any person . . . to intercept or access an electronic
communication made through an electronic communication system that is configured so that such

165 See, e.g., LDC, 27 FCC Red at 302, para. 8 (characterizing LDC’s failure to respond to the Bureau’s LOI as
“continuous™); Net One Int’l, Notice of Apparent Liability for Forfeiture and Order, 26 FCC Red 16493, 16496,
para. 9 (Enf. Bur, 2011) (advising Net One that its failure “to respond fully to the LOI within ten days of the date of
this NAL . . . . may constitute an additional, continuing violation™); Resp-Org.com, Citation, 26 FCC Red 3739,
3741 (Enf, Bur, 2011) (“Resp-Org.com is reminded that failure to respond to a Commission order constitutes a
continuing violation.”), citation withdrawn on other grounds, Letter, 26 FCC Red 8498 (Enf. Bur. 2011); see also,
e.g., ADMA Telecom, 26 FCC Red at 4155, para. 8 (construing a carrier’s failure to file a required document (a Form
499) with the Commission as a continuing violation until cured); I* Source Info. Specialists, Inc., Notice of
Apparent Liability for Forfeiture, 21 FCC Red 8193, 8196-97, para. 13 (2006) (characterizing a data broker’s failure
to respond fully to a Bureau subpoena and 2 citation the Bureau issued based on that failure as a continuing
violation), forfeiture issued, Forfeiture Order, 22 FCC Red 431 (2007).

166 5ee 47 CE.R. § 1.80 (b)(5).

17 See, e.g., Fox TV, 25 FCC Red at 7081, para. 16 (proposing a $25,000 forfeiture penalty); ITE, 22 FCC Red. at
13695, para. 13 (Enf. Bur. 2006) (imposing $15,000 forfeiture penalty for failure to respond).
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_electronic communication is readily accessible to the general public.”'®® According to Google, the
definitions of “electronic communication™'® and “electronic communications system™'"® in the Wiretap
Act plainly cover Wi-Fi communications and networks.” The Wiretap Act defines “readily accessible to
the general public” to mean, “with respect to a radio communication, that such communication is not . . .
scrambled or encrypted.”'”" Google claims that the payload data it collected was “readily accessible to
the general public” because it came from unencrypted Wi-Fi networks.'”” Google further claims that the
“readily accessible” exception to the Wiretap Act applies to the entirety of Section 705(a) of the
Communications Act—including to the clauses prohibiting the interception or unauthorized reception of
interstate radio communications—by virtue of Section 705(a)’s introductory proviso.'” Thus, Google
contends it has not violated any law within the Commission’s jurisdiction to enforce.

53, After thoroughly reviewing the existing record in this investigation and applicable law,
the Bureau has decided not to take enforcement action against Google for violation of Section 705(a).
There is no Commission precedent addressing the application of Section 705(a) in connection with Wi-Fi
communications. The available evidence, moreover, suggests that Google collected payload data only
from unencrypted Wi-Fi networks, not from encrypted ones.'’® Google argues that the Wiretap Act
permits the interception of unencrypted Wi-Fi communications, and some case law suggests that Section
705(a)’s prohibition on the interception or unauthorized reception of interstate radio communications
excludes conduct permitted (if not expressly authorized) under the Wiretap Act.'” Although Google also
collected and stored encrypted communications sent over unencrypted Wi-Fi networks,'’® the Bureau has
- found no evidence that Google accessed or did anything with such encrypted communications. The
Bureau’s inability to compel an interview of Engineer Doe made it impossible to determine in the course
of our investigation whether Google did make any use of any encrypted communications that it collected.
For all these reasons, we do not find sufficient evidence that Google has violated Section 705(a) to
support a finding of apparent liability under that provision in the context of this case.

V. ORDERING CLAUSES

54, Accordingly, IT IS ORDERED that, pursuant to Section 503(b) of the Communications
Act 0f 1934, as amended, 47 U.S.C. § 503(b), and Section 1.80 of the Commission’s rules, 47 C.F.R.
§ 1.80, Google Inc. is hereby NOTIFIED of this APPARENT LIABILITY FOR FORFEITURE in the
amount of twenty-five thousand dollars ($25,000) for willfully and repeatedly violating an Enforcement
Bureau directive to respond to a letter of inquiry.

1818 U.S.C. § 2511(2)(®)().
189 14§ 2510(12).
170 1. § 2510(14).

1 14, § 2510(16)(A).

172 See, é. g., LOI Response at 2 (citing in support of that contention United States v. Ahrndt, No. 08-468-K1, 2010

WL 373994, at *8 (D. Or. Jan. 28, 2010)).

1 See supra note 15 and accompanying text,

174 See supra para, 11 (summarizing Stroz Friedberg’s conclusion that Google’s payload data collection was limited

to unencrypted Wi-Fi networks, but also noting the limited scope of Stroz Friedberg’s review),
173 See supra note 15 and accompanying text.

178 See supra para. 11.
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55. IT IS FURTHER ORDERED that, pursuant to Section 1.80 of the Commission’s rules,
47 C.F.R. § 1.80, within thirty (30) calendar days after the release date of this Notice of Apparent
Liability for Forfeiture, Google Inc. SHALL PAY the full amount of the proposed forfeiture or SHALL
FILE a written statement seeking reduction or cancellation of the proposed forfeiture.

56. Payment of the forfeiture must be made by check or similar instrument, payable to the
order of the Federal Communications Commission. The payment must include the NAL/Account
Number and FRN referenced above. Payment by check or money order may be mailed to Federal
Communications Commission, P.O. Box 979088, St. Louis, MO 63197-9000. Payment by overnight mail
may be sent to U.S. Bank ~ Government Lockbox #979088, SL-MO-C2-GL, 1005 Convention Plaza, St.
Louis, MO 63101. Payment by wire transfer may be made to ABA Number 021030004, receiving bank
TREAS/NYC, and account number 27000001. For payment by credit card, an FCC Form 159
(Remittance Advice) must be submitted. When completing the FCC Form 159, enter the NAL/Account
number in block number 23A (call sign/other ID), and enter the letters “FORF” in block number 24A
(payment type code). Google Inc. will also send electronic notification to Theresa Cavanaugh at
Terry.Cavanaugh@fec.gov and Mindy Littell at Mindy.Littell@fcc.gov within forty-eight (48) hours of
the date said payment is made. Requests for full payment under an installment plan should be sent
to Chief Financial Officer — Financial Operations, 445 12th Street, SW, Room 1-A625, Washington, DC
20554. - Please contact the Financial Operations Group Help Desk at 1-877-480-3201 or e-mail
ARINQUIRIES@fcc.gov with any questions regarding payment procedures.

57. The written statement seeking reduction or cancellation of the proposed forfeiture, if any,
must include a detailed factual statement supported by appropriate documentation and affidavits pursuant
to Sections 1.80(£)(3) and 1.16 of the Commission’s rules!”” The written statement must be mailed both
to Marlene H. Dortch, Secretary, Federal Communications Commission, 445 12th Street, SW,
Washington, DC 20554, ATTN: Enforcement Bureau — Investigations and Hearings Division; and to
Theresa Z. Cavanaugh, Division Chief, Investigations and Hearings Division, Enforcement Bureau,
Federal Communications Commission, 445 12th Street, SW, Room 4-C330, Washington, DC 20554, and
must include the NAL/Acct. Number referenced in the caption. Documents sent by overnight mail (other
than United States Postal Service Express Mail) must be addressed to Marlene H. Dortch, Secretary,
Federal Communications Commission, Office of the Secretary, 9300 East Hampton Drive, Capitol
Heights, MD 20743. Hand- or messenger-delivered mail should be directed, without envelopes, to
Marlene H. Dortch, Secretary, Federal Communications Commission, Office of the Secretary, 445 12th
Street, SW, Washington, DC 20554 (deliveries accepted Monday through Friday 8:00 a.m. to 7:00 p.m.
only).””® The Company should also send an electronic copy of any written statement to Theresa
Cavanaugh at Terry.Cavanaugh@fcc.gov and Mindy Littell at Mindy.Littell@fcc.gov.

58. The Commission will not consider reducing or canceling a forfeiture in response to a
claim of inability to pay unless the petitioner submits (1) federal tax returns for the most recent three-year
period, (2) financial statements prepared according to generally accepted accounting practices, or
(3) some other reliable and objective documentation that accurately reflects the petitioner’s current

financial status. Any claim of inability to pay must specifically identify the basis for the claim by
reference to the financial documentation submitted. '

59. IT IS FURTHER ORDERED that copies this Notice of Apparent Liability for
Forfeiture shall be sent by Certified Mail Return Receipt Requested and First Class mail to Google Inc,,

177 47 CE.R. §§ 1.16, 1.80(D)(3).

178 For further instructions on FCC filing addresses, see www.fcc.gov/osec/guidelines.html.
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' Attention: Riehard Whitt, Dirsctor/Managing Ceunsel, Telecom and Medta Policy, 1101 New York
Avenue, NW, Second Floor, Washington, DC 20005, and'tg B, Asltton Johusion, Counisel for Google
Inc., Lampert, O’Connor & Johnston, P.CL, 1776 K Street NW, Suite 700, Washington, DE 20006,

FEDERAL COMMUNICATIONS COMMISSION

P. Michele Elfison:
Chief, Bnforcement Bureau
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